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Drones are becoming an increasingly
common sight in our skies. For all the
legitimate and valuable uses they
have, drones also represent a new
frontier in the battle to protect personal
privacy and guard against security
threats. From video drones taking an
unauthorised peek where they
shouldn’t to the collision risks posed to
aircraft to the potential for unmanned
aerial vehicles (UAVs) being used to
carry out terrorist attacks, the need for
robust counter-drone defence
measures is very real and growing all
the time.
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Why A.I.M?
Our Approach

Assess
—

Understand the threat
to inform the choice of
solution.

Investigate
—

Detecting when and
where UAV threats
arise in real time.

Our mission is to provide
reliable, robust & effective
countermeasures to the
growing security and
privacy threats drones
pose.
A.I.M is a partner company of
UK-based cybersecurity and
data privacy specialist Cyber
Defence Solutions (CDS). With
two decades of experience
developing bespoke digital
security solutions for enterprises,
government departments and
high net-worth individuals, CDS
was early to notice the growing
concern around UAVs.
This has allowed A.I.M to emerge
at the very forefront of drone
defence. With us, you are getting
the best of both worlds cutting-edge technology with
world-class privacy and security
expertise.

In particular, the experience of
our senior management team
working at the highest level of
government and industry
provides welcome reassurance to
clients. Whether it is the use of
video drones to snoop on private
land or the physical threats
posed to people, buildings,
aircraft or infrastructure,
organisations and individuals
alike often fail to find the
guidance and help they are
looking for from regulations and
official guidelines.
With A.I.M on board, you get calm,
reliable, well-informed advice
backed up with proven
technological solutions.

Mitigate
—

Measures to stop drone
threats in their tracks.
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Drone incidents
reported to UK
police increased
by 40% in two
years.

Our Services
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Omnidirectional
Protection

Early Warning
With a detection range of over 5km*,
A.I.M’s drone detection systems
provide plenty of advanced warning
of UAV intrusions. When a drone is
detected, the user interface displays
the detection information and
remote real-time alerts via email
and text are sent to ensure no

Flexible
Deployment

A.I.M’s systems are designed to scan

A.I.M’s detection systems are

the skies 360-degrees in all

available as fixed or portable units,

directions, engineered so that drone

providing full flexibility as to where

activity is picked up wherever it

and how you deploy them. All units

comes from, and that UAVs can’t

can also be customised and

slip through unnoticed with a steep

designed to integrate or work

or shallow angle of approach.

alongside exsiting security
infrastructure, providing the right

incident is missed, wherever you

kind of protection wherever you

happen to be.

need it.

*Subject to environment

Proven solutions for peace of mind against increasing drone risks.

A.I.M specialises in solutions that
detect and defend against drone
misuse. We use the most effective
anti-drone technology available on
the market to protect privacy, boost
security and tackle crime.

In its Counter-Unmanned Aircraft
Strategy, the UK government sets out
what it calls a ‘full spectrum’
approach to tackling drone threats,
with three key stages - deterrence,
detection and defence.

Reports of illegal drone activity are
on the increase, forcing authorities
to take action.

A.I.M provides industry-leading
solutions covering the last two of
these stages - Drone Detection and
Drone Defence.

Guaranteed
Performance
We use the only drone defence
technology designed to stop a
large array of UAVs flying where you
don’t want them to, even in large
numbers. Once the drone defence
systems are active, intruding
drones will either be forced to land
or return home (if the drone has
return to home capability).

Compatible With
Existing Security
Systems

All Threats
Covered
A.I.M’s defence solutions are proven
to work against all of the most
common controlled drone types*.
The standard drone defence
systems can mitigate against the
usual drone frequencies, but our
specialist systems we provide are
designed to combat against drones
flying on more niche frequencies,
providing you with a full defence

The fixed deployment defence
systems can be configured to work
as part of your existing digital
security protocols, adding a new
dimension to protecting property
and key assets. We also supply
portable remote defence units for
tackling drone threats on the
move.

coverage.
*Subject to updated technologies
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Our Sectors

Figures from the UK Airprox Board
show there were 290 drone-related
incidents at UK airports and airfields
between 2015 and 2018 – up from just
35 in the previous three-year period.

Who we work with

A growing number of business sectors, not to mention private
individuals, are coming to terms with the privacy and security
risks UAVs pose. Whether it is covert filming, the risk of
accidental collisions or something even more sinister, we work
with clients across the board to deliver the right solutions to
protect privacy and keep people and assets safe.
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Maritime

Aviation

Critical Infrastructure

Government

Military Locations

Movie Sets

Prisons & Law Enforcement

Private Properties & Estates

Public & Sporting Events
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FAQ’s
What is Drone Defence?
Drone defence refers to measures taken to counter unauthorised, invasive, illegal or dangerous
use of UAVs. As the flying of drones becomes more and more commonplace for both recreational
and commercial purposes, the risks of them being used in inappropriate or threatening ways
increases.
There are multiple approaches to drone defence. Drone detection involves the use of scanning
technologies to identify drones in flight and thus provide a warning of potential threats and
misuse. Drone detection may be an end in its own right, for example to provide intelligence about
drone activity, or a precursor to triggering counter-actions to stop drones flying when and where
they are not permitted.
Mitigating actions to stop UAVs can take a number of forms. These may be physical (such as
installing barriers to stop drones entering a designated space, or ballistic tools) or mechanical.
The latter category includes the use of technologies that either interfere with or take over the
control signals of drones. Tests show that by far the most effective way of countering drone
threats, especially when dealing with multiple UAVs at once, involves control signal interference.

The commercial drone
industry is expected to
grow from 3.2 billion
GBP in 2018 to 45.7
billion GBP by 2025.

Why is Drone Defence Important?

Used inappropriately, drones pose a wide range of threats to people, property and the right to
privacy. Reported incidents of drones fitted with cameras being used invasively on private or
commercial property are on the increase. This misuse of UAVs ranges from individuals being spied
on against their wishes to corporate and indeed military espionage. Specific examples include
media outlets printing unauthorised photographs of public figures taken by drones on private
property. Video drones have also been used by betting syndicates to intrude on horse racing in an
attempt to beat mandatory broadcast delays used to counter gambling fraud, and to spy on
movie and TV production sets to leak spoilers.
Drones also pose a major security threat, especially to large events and infrastructure. The wellpublicised disruption caused by a drone sighting at Gatwick airport in 2018 underlines just how
serious the danger posed by rogue UAVs is to aircraft and the aviation industry. Similarly, drones
being mishandled over a busy event and crashing into crowds could cause serious injury. More
sinisterly, it has been demonstrated by terrorist organisations that readily available commercial
drones are easily capable of carrying explosive devices.
Regulation and policing of drone usage is behind the curve of the technology and its rapid
adoption. Drone defence solutions provide a viable alternative for individuals and organisations to
take steps to protect themselves.

What Types Of Organisation Can Benefit From Drone Defence?

Any business or organisation could fall prey to the threats posed by drone misuse. In particular,
the aviation industry, military installations, government and critical infrastructure have the most to
lose from targeted UAV-led attacks or accidents. But any kind of large public event must
nowadays consider the risks posed by drones as part of its security and safety planning.
A wide range of commercial interests, including professional sports and film and TV production
companies, can also benefit from robust drone defence measures as a way of tightening up
protection of intellectual and corporate property rights. One other specific sector where there is a
clearly identified need for drone defence is the prison service, to stop the use of drones flying
contraband to inmates.
As well as organisations, drone defence also benefits private individuals, especially public figures
and those with a high-net worth who are under greater threat from snooping and invasion of their
privacy. Drone defence plays a key role in helping to separate their private lives from public,
protecting their families and their property from unwanted intrusions.
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